
 

 

Mizu Softswitch 
!ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ 
VoIP Server documentation 
 
Mizu Server is a software soft switch solution running on Microsoft Windows platforms that can replace 
traditional hardware based PBX and ISDN solutions. 
 

2010 

- 
Mizutech 

6/27/2010 



 

 
This document provides an overall technical description of Mizu VoIP platform. For non technical user guides please check out our website. Your 

installation may not include all modules described in this document and you will notice small changes if you program version doesnôt conform to 

the documented version! 
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1. Introduction 
 

 

This document describes the administration of Mizu Gateways, SoftSwitches, CallCenters and SimBanks. A unique set of proprietary software and 

hardware based capabilities and processes in VoIP network planning and network management. 

These components are designed to cover the telecommunication needs for small to very large companies and VoIP carriers. The main power of the 

system is the sophisticated VoIP components, which are strongly used in todayôs telecommunication infrastructures. 

 

The Mizu components can be used as standalone or as centralized intelligent VoIP/ISDN/GSM platform, capable to handle millions of minutes/months.  

http://www.mozilla.org/MPL/MPL-1.0.html


1.2. Features 

 



1.2.1. Hosting 

ü MS-SQL backend (Express or Full versions) 

ü Ethernet 10/100/1000 Base-T 

ü Static IP, PPPoE (DSL or cable modem), DialUpISDN,VPN 

ü Encrypted communications  

ü Virtual servers  

ü STUN/ICE Support 

ü NAT Support 

ü Near-End and Far-End NAT traversal 

ü Multi-homed and multi-domain support 

 

1.2.2. SIP 

ü Compliant with SIP rfc's 

ü UDP, TCP and TLS transports 

ü Proxy server 

ü Registrar server 

ü Location server 

ü Redirect server 

ü B2B routing 

ü PBX features 

ü Transcoding B2BUA 

ü Conference Server 

ü SBC (Session Border Controller) 

ü Routed and Direct voice 

ü Automatic NAT detection 

ü DID Direct Inward Dialing 

ü Voice Recording and Playback 

ü Absent Subscriber 

ü Abbreviated Dialing 

ü Multiple Subscriber Aliases 

ü Anonymous Call Rejection 

ü Access Control Lists 



ü Call Baring Incoming/Outgoing 

ü Toll Restriction 

ü Parallel Hunting 

ü Click 2 Call 

ü CLIP/CLIR 

ü DTMF generation 

ü Call-Forward on out-of-service 

ü Codec transcoding 

ü Advanced statistics support 

ü NAT traversal of signaling 

ü NAT traversal of media 

ü SIP Session timers 

ü RTP Timers and media timeout 

ü Blind SIP Registration 

ü Late Codec Negotiation 

ü Multiple SIP registrations per user account 

ü Can act as an SBC 

ü Max Session Setting 

ü Manage Presence 

ü Detailed call logs 

ü SIP/SIMPLE  

ü SIP Reinvites 

ü SIP-H.323 protocol conversion 

ü Class 4 features 

ü Class 5 features  

 

ü RFC 2543 compatibility 

ü RFC 3261 compatibility 

ü RFC 2976 The SIP INFO Method 

ü RFC 3262 Reliability of Provisional Responses in Session Initiation 

ü RFC 2617 HTTP Authentication  

ü RFC 3263 Locating SIP Servers    

ü RFC 3265 Specific Event Notification   

ü RFC 3420 Internet Media Type message/sipfrag 



ü RFC 3515 Refer Method 

ü RFC 3311 UPDATE Method 

ü RFC 3581 Symmetric Response Routing 

ü RFC 3842 Message Summary and Message Waiting Indication Event Package  

ü RFC 3891 "Replaces" Header  

ü RFC 3325 Private Extensions to the Session Initiation 

ü RFC 2778 A Model for Presence and Instant Messaging  

ü RFC 3428 Session Initiation Protocol (SIP) Extension for Instant Messaging  

ü RFC 1889 RTP: A Transport for Real-Time Applications  

ü RFC 2190 RTP Payload Format for H.263 Video Streams  -only routing 

ü RFC 2327 SDP: Session Description Protocol  

ü RFC 2833 RTP Payload for DTMF Digits, Telephony Tones and Telephony Signals  

ü RFC 3264 An Offer/Answer Model with Session Description Protocol  

ü RFC 3550 RTP: A Transport Protocol for Real-Time Applications -replaces RFC 1889 

ü RFC 3555 MIME Type Registration of RTP Payload Formats  

ü RFC 3911 The SIP "Join" Header 

ü RFC 3324 Network Asserted Identity 

ü RFC 3326 The Reason Header Field 

ü RFC 3581 Symmetric Response Routing 

ü draft-ietf-mmusic-ice-02 A Methodology for NAT Traversal for Multimedia Session Establishment Protocols  

ü draft-ietf-avt-rtp-ilbc-04  

ü draft-ietf-sipping-cc-transfer Call Control - Transfer 

ü draft-ietf-sip-referredby-05  

ü Custom protocol extensions are possible 

1.2.3. Codecs 

ü G.723.1  

ü G.729 

ü G.711 A-law  

ü G.711 u-law  

ü GSM 06.10  

ü GSM 

ü Speex 2,3,4,5,6 (narrowband, wideband and ultra-wideband) 



ü G.726 (16,24,32,40 KHz)  

ü G.722 

ü T.38 

ü DTMF 

ü Custom 1 kbits codec 

ü All other codecôs for pass-trough 

ü Voice: 

¶ Adaptive de-jitter buffer  

¶ Voice Activity Detection/Silence Suppression  

¶ Recording conversations  (In Stereo caller/callee left/right) 

¶ QoS 

¶ Packet saver technology 

 

1.2.4. IP Centrex 

ü Call Forward All/Busy/No Answer  

ü Caller ID  

ü RingGrouops 

ü Call Return  

ü Call Waiting 

ü Call Forking 

ü Call Hold/Retrieve 

ü Caller ID Block  

ü Selective Caller ID Blocking/Unblocking  

ü Speed Dial  

ü Direct Inward Dialing (DID) 

ü Three-Way Calling, Conference support 

ü Message Waiting Indicator  

ü Call transfer, Attended transfer, Unattended transfer 

ü IVR (all applications: call, callback, p2p, forward, etc) 

ü VoiceMail 2 Email  

DTMF transcoding on server side 

ü Interactive Voice Response (IVR) supporting applications such as credit card and prepaid services  



ü Video 

ü Conference calls 

ü T.38 fax relay 

ü SMS relay 

ü SMS commands (callback, P2P) 

ü Web interface 

1.2.5. Call Center 

ü Automatic Call Distribution: like simple automatic dialing, power dialing, predictive dialing, predictive intelligent dialing 

ü IVR 

ü Call Recoding: All calls can be recorded and stored  

ü Real time call check out: Supervisors can listen to the ongoing calls real time 

ü PBX Features: Call hold, call wait, call transfer, call forward (conditional and unconditional), call conference, CLIP, CLIR 

ü Customizable Scripts: script tree, with any number of branches, answers, and reason codes. 

ü Customizable IVR: Any number of language, any number of branches, voice and faxmail, call transfer to the operators 

ü Statistic generation: customer statistics, operator statistics, call related statistics, work time statistics, campaign statistics 

ü Campaign creation: supervisors can create a campaigns 

ü Invitation letter: customization, and automatic printing 

ü Report generation: Specific hourly, daily and weekly reports 

1.2.6. Accounting 

ü ACD Features 

ü Unlimited accounts / Unlimited Extensions 

ü Automatic pincode generation 

ü Flexibile authentication (digest,IP,port,user,etc) 

1.2.7. Routing 

ü Custom Routing Rules 

ü Multi -Carrier Support 

ü ACL 

ü Sophisticated configurations 

ü Load Balancing on available devices 

ü Rerouting 



ü Number rewriting (calling and called) 

ü Failowering (multiple levels) 

ü Least Cost Routing 

ü BRS -quality based routing  

ü Call Control Features (Maximum Talk Time, Max Ring Time) 

ü Call routing based on PLMN tariff packages 

ü Blacklist/White list filtering 

ü Time of Day Routing 

ü Direct Inward Dialing (DID) 

ü Route capacity 

ü Outbound Dial Map 

ü Speed Dial Numbers 

ü Auto call forwarding 

ü ANI Routing 

ü IP Blacklists 

ü Custom VoIP Providers 

ü Fraud detection tools 

ü Support for NAT traversal 

ü Automatic capacity rebalancing 

Remote Linked Servers 

ü Automatic channel management 

ü Number portability support 

ü User authentication by  username/password, IP address, techprefix, caller number 

ü GeoIP database 

ü Automatic SIM allocation: 
Sim allocation rules: 

Rules can be defined on multiple levels: global, partner, gateway, engine, simpacket, simcard, time 

 -Static 

    -will not modify gw settings 

 -Limits 

    -sl (day/month) 

    -packet allowed intervals 

    -min/max lines for partner 

 -Priorities 

    -sim partnerm, sim, gw 



 -Desired 

    -desired minute on packet 

    -packet multiplier 

 -Rotate 

    -ñminrotateivalò, ñdesiredò, ñmaxrotateivalò 

 -Price 

    -min/max pricediff on obj, maxpricepermin for system/partner  

 -Timetable 

 -BRS 

 -LCR 

 -and many other options 

1.2.8. Billing 

ü Flexible Rate Definition (peak/off-peak/flat/custom,  end-user/provider/reseller/sales, etc) 

ü Automatic and Real Time billing (CDR records already includes the prices) 

ü Prepaid and Postpaid platforms 

ü Call Credit Limit Control 

ü Unlimited reseller accounts 

ü Callshops 

ü Directions (traffic sender,prefix,gateway,sim packet) and time based billing.  

ü Reporting and price comparisons (LCR) 

ü Balance and rating with SIP signaling or HTTP requests 

ü Invoice generation in different formats, PDF generation, email scheduler and invoice printing 

ü Complete call rating & accounting services for complex rating schemes  

ü Currency and VAT can be set for every packet. Time zone can be changed. 

ü Automatic online currency conversion 

1.2.9. Calling Card 

ü Pin Generation Management 

ü Pin-less Number Registration 

ü Support for multiple account types 

ü Management of PINs generation, activation and deactivation 

ü Support for unlimited number of PINs 

ü Abilit y to deactivate accounts after certain period or date 



ü Import and export of PIN batches 

ü Management of call limit per PIN 

ü Routing restrictions 

ü Max call duration management 

ü Automatic User Generation 

 

1.2.10. H323 

ü H.323 Standard Features (v.1,2,3,4) 

SIP-H.323 protocol conversion (Signaling and media when needed) 

ü Full H.323 proxy 

ü H.225.0 Call Signaling  

ü Fast Connect/Fast Start 

ü H.245  

ü H245 tunneling  

ü H245 in setup  

ü DTMF send/receive 

ü Watchdog 

ü Direct endpoint call signaling.  

ü Gatekeeper routed: call signaling (H.225.0).  

ü Gatekeeper routed: call signaling (H.225.0) and control channel (H.245)  

ü Gatekeeper routed: call signaling (H.225.0), control channel (H.245) and voice  

ü RTP Port Range (For firewalls)  

ü Child Gatekeeper capability  

ü Backup Gatekeeper capability  

ü Gatekeeper clustering support (neighbors, parent/child, alternates) 

1.2.11. VoIP-GSM 

GSM components are not included with the default standard install and the required hardware is for extra costs. 

Please contact us about the possibilities. 

 

Hardware Components 

No hardware components are required for H323 and SIP networks.  



 

VoIP-GSM hardware listing: 

VoIP-GSM gateway 

 -8 channel gateway, best fit to any cheap DSL connection 

 -up to 64 simcard/gateway 

 -SIM server interworking capability 

 -Integrated antenna splitter 

SIM Server 

 -up to 750 simcard 

VoIP-GSM Server 

 -industrial PC 

 -fault tolerant 

 -server failowering capability 

 -distributed architecture 

Built in watchdogs to monitor the operation of the system components 

 

GSM features 

ü Dual Band (900 / 1800 MHz or 850 / 1900 MHz) 

ü Half rate, full rate, enhanced full rate, SMS, USSD 

ü SIM server support 

ü Integrated antenna splitter 

ü 8 channels/box 

ü Up to 8 SIM cards per engine  

ü Multiple ways to handle incoming calls 

ü Call Forwarding 

ü Sending and receiving SMS messages 

ü Email To SMS Feature 

ü Inter gateway SIM routing 

ü SIM server interworking 

ü GSM cell selection and locking 

ü DTMF send/receive 

ü CLI restriction 

ü SIM Rerouting 

ü Locking to a given gsm cell 



ü Automatic SIM credit request and charge 

ü Voice Recording and Playback  (In Stereo caller/callee left/right) 

ü SIM server interworking 

ü Virtual Channels 

 

VoIP-GSM 

ü First centralized architecture for GSM termination 

ü Unlimited Gateway and  TrafficSender support 

ü Multiple signaling protocol support 

ü Load distribution between the operational channels 

ü No hard limit on the number of simultaneous calls 

ü High availability 

ü High throughput (more than 50 million minutes/month) 

ü No additional Mizu hardware required 

ü Equipment management 

ü Channel management 

ü Simcard management 

ü Automatic recharge 

ü Access Control Lists 

ü Routing (see below) 

ü Billing (see below) 

ü Exploits almost any SIM tariff model 

ü Number translation 

ü Protocol encryption 

ü Media proxy 

ü Automatic time synchronizations 

ü H.323/SIP Gateway Topology Hiding 

ü Embedded firewall 

ü Enhanced Security (automatic detection of flood attacks) 

ü Web GUI for end-users 

ü Encrypted communications 

ü License management 

ü Distributed absolute fault tolerant system 

ü External system supervisor service (email and sms alerts, watchdog can restart failed subsystems) 



ü Can be used as virtual servers 

 

1.2.12. Management  

ü Centralized configuration and management for all software and hardware components 

ü MManage: 

o -easy to use, mdi style 

o -almost every data query is parameterized with traffic direction and time 

o -all data in one place 

o -lots of data can be obtained from sl,asr,acl forms 

o -global system analysis 

ü Create and edit network elements  

ü Remote maintenance of Mizu gateways  

ü Display of system information 

ü Real-time call status view 

ü Service restart functions 

ü Display of the current status of each gateway and channel 

ü Real time call supervision (with many grouping options) 

ü Real time channel supervision (with many grouping options) 

ü Statistics (Text based and graphical ASR,ACD,SL, etc) on any traffic direction and time scale 

ü Disconnect Reasons (with many grouping options) 

ü CDR monitoring, retrieval, direct CDR access 

Operator Console 

ü Global system analysis! 

ü Routing pattern selection 

ü Routing time selection 

ü Failowering (in case of channel, gateway, direction etc errors) 

ü Best Route Selection 

ü Billing module 

ü Balance module 

ü Real Time Capacity check 

ü Ability to insert queries directly into the database 

ü Blacklist filtering 



ü Self-analysis tools 

ü Detailed logging (multiple levels). Detailed call tracing capability 

ü Call simulations 

ü Reseller/Agent Registration and Management 

ü Capacity and system load reports 

ü Import/Export from/to any format (SQL, text, excel, etc) 

ü CRM Integration 

ü Restore and Backup 

 

1.2.13. Limitations 

ü The maximum database size for basic gateways and servers is 4GB. If you need to work with more than 5 mil calls for more than 3 month, 

you should upgrade your license to the advanced version. 

1.2.14. Known issues 

Some class 5 features  will work only with SIP protocol 

H323 GK doesnôt support username/password authentication 

RADIUS is compatible only with some servers 

1.3. Contact and tech support 

Full remote administration can be done by mizutech support including continuous email support and 24/7 emergency phone support. 

Contact us or visit http://www.mizu-voip.com for more details. 

2. Modules 
Depending on licensing, some modules may not be available in your release! 

 

The Mizu Soft switch (Server) is the ñbrainò of the system. Depending on your needs, you can connect as many gateways as you want. Small 

companies can use ñall in oneò solutions, where the gateway and the server are placed in the same box. Large organizations will divide the server 

in multiple units, adding more power and fault tolerance. Up to 6 gateways the server can be used with the built-in database engine. With more 

gateways or users it is strongly recommended to use one or more separate database servers (MS-SQL or ORACLE). The soft switch is built from 

several modules: sip stack, h323 stack, sip ï h323 conversion module, media server, ACL, routing, billing, alerting.  



2.1.1. SIP Stack 

The Mizu SIP stack was written in C++. Itôs very fast and robust, currently used by voip service providers handling millions of minutes. 

2.1.2. H323 Stack 

Capable to work as a simple Gateway or as a fully featured Gatekeeper.  

2.1.3. SIP-H323 converter 

Thank to this module, the protocol conversion is very transparent. You donôt even need to know if your partners use SIP or H323. 

2.1.4. Media Server 

If your server needs to route the media channels for many concurrent calls, you may need to use a separate media server, thus offloading the server 

traffic, and maximizing media throughput. 

2.1.5. Routing 

With the Mizu softswitch you can build very sophisticated routing scenarios. The routing is usually based on traffic direction and time. LCR and 

BRS routing are available. 

2.1.6. Billing 

The server will generate the detailed CDR records after each call. Thus the billing can work nearly real-time. (Very important for prepaid 

systems). You can generate various reports and invoices based on a set of predefined rules. 

2.1.7. Alerting and daily report 

The server can send various reports and alerts based on predefined rules. The reports are sent by email or SMS.  

2.1.8. Virtual Servers 

You can create up to 100 virtual servers on a single pc. These are completely separate billing/routing/signaling entities. 

2.1.9. Call Center 

Manage operators, automatic call distribution, IVR and other callcenter specific tasks. 



2.1.10. Watchdog service 

This NT service can automatically detect critical service problems and restart the VoIP server, the SQL database or the OS. 

 

2.1.11. HTTP service 

The built-in HTTP server will listen for service requests. 

 

2.1.12. Direct command interface 

Administrative tasks and class5 service requests can be handled by the command line TCP interface. 

 

2.1.13. Enduser web portal 

Template portal is available with source code. All common end-user tasks can be done via a user friendly web interface (new user registration, 

download CDR records, show statistics, setup call forwarding, payment, etc) 

 

2.1.14. Self check and reporting 

Various system thresholds will checked real-time and the server will do the corresponding actions automatically. The same module is responsible 

for daily/weekly/monthly email or SMS reports and alerts for administrators and users. 

 

 

 

2.1.15. VoIP-GSM Gateway 

Mizu VoIP-GSM Gateways support 8 concurrent calls and up to 64 simcards.   

See the features section for more details. 

GSM 

All standard GSM capabilities are supported. 

VoIP 

Mizu VoIP-GSM Gateways can accept SIP and H323 registrations, can act as a SIP proxy or a H323 Gatekeeper or Gateway. These functions can 

be run simultaneously. 



SIM Bank 

The built-in simbank will allow to virtually routing the simcards in other Mizu gateways. 

Mizu VoIP-GSM Gateways can take advantage of an external simbank, so you can have all your simcards in one place, easing the maintenance 

and administration tasks. 

2.1.16. Other components 

server service: the brain of the system 

H323 GK: standard H323 gatekeeper 

SIP Server: sip stack 

HTTP interface: enduser/reseller website with built-in http server 

Media Server: rtp routing 

VGW: voip-gsm gateway, the most essential part of the client 

client service: this service supervises the gsm gateway and gives a clear interface to the server 

MManage: smart client software, capable to manage the whole system 

supervisor service: this service supervises the mserver 

alerter service: collects statistical information and reports it 

recplayer: can play g729, g723, encrypted, raw PCM and wave files 

loganalizer: log file parser 

gwtest: handle gsm terminal (no h323) 

ipmux: packet saver client and server 

serveremulator: server interface to gk 

simalloctest: test the automatic sim allocation 

smtp_test: test smtp functionality 

tariffcalc: estimate sim packet real price 

tcperver: tcp server for test 

udptest: udp through test 

valerterclient: alerter sw which can be installed on client computers 

vchargecards: manage chargecards 

vclientinterface: platform specific functions for the gw 

partnerclient: admin sw. for our partners 

pricesettings: for packet price configuration 

routingandprices: for config. routes, prices and sim packet priorities 

servertest: brute force test for the server 



supervisor: supervises the server 

updater: automatically updates client software from the server ftp 

mediasrv: media server for routing rtp packets 

businesslgc: controls the routing, registration, endpoint list, endpoint creation, udp initialization 

 

VPC 

Simple monitoring software for business purposes. Each partner (gateway or simcard owners, traffic senders, etc) can have their own VPC to 

monitorize their own traffic and create reports. 

VPC Setup 

You can give the VPC for any of your partners. The partners can login to the VPC with the username and password configured in the ñUsers and 

Devicesò form in MManage. Usually only ñOwnerò users will receive VPC access. 

You can define what users can see in their VPC by setting the ñCan watch sim packetsò, ñCan watch users/devicesò and ñAccess Rightsò in the 

user configuration form (billing tab). See section 4.3.1 for more details. 

The VPC included with MManage has the capability to login as a super user. To do so, you have to enter your partner username, but use the admin 

password (from the  ñadò account). Then you have access to the ñAdd Queryò button in the VPC. Here you can add,delete or modify the existing 

queries and their access rights.  

In the ñrights_allowò field you can put a list of user id, ñallò or ñnobodyò fields. The same for the ñrights_denyò. Thus you can configure which 

partner can see and execute which queries. 

 

3. Maintenance Tasks 
When properly set up, Mizu software doesnôt need too many administration tasks. The routing will adjust automatically to the external conditions. 

Every software module has auto repair features. However if you have millions of minutes/month, you may have to watch the system parameters 

every day and setup proper alerting thresholds. 

3.1. Server configuration checklist 

3.1.1. Softwareôs 

Windows 2003/2008 server, MSSQL 2000,2005 or 2008 

3.1.2. Firewall  

-allow servers, FTP, IIS, MSSQL, SMTP, remote desktop (3386,3389) 

-block: all others, file sharing, ms network 

3.1.3. Services and memory 

Auto restart critical services 



For more than 3 Gb set boot.ini: /3GB /PAE on 32 bit systems 

3.1.4. Licensing 

Setup configuration with the proper software(s) 

3.1.5. Config 

Setup FTP and Voice directory NTFS access 

3.1.6. MSSQL 

Change port to 2223 

Disable pipes 

Check configuration in Management Client 

 

 

3.2. Gateway quick setup 

Skip this chapter if you are not using VoIP-GSM gateways. 

In order to get a working system, here is a checklist which may help you: 

1. Connect the gateway(s) and/or the server to the network. 

2. Install the MManage programs in a separate PC used for monitoring your Mizu devices. network (you can find it on the Mizu install CD which 

is shipped with every product) 

3. Set up the gateway(s) and/or the server network parameters with the VnetCfg utility  

4. Put your simcards into the gateway (see the image below) 

 



 
 

5. Connect to the gateway or server with the MManage (by typing its ip address and username/password in the login form) 

The default username/password is admin/tpwdadmin 

6. Set up the basic parameters from the ñConfigurationsò form 

    Be careful. 

7. Set up one or more packets for the simcards in the ñSIM Packetsò  

    Be careful with the following settings: prepaid/postpaid, allowedpartners 

8. Set up the simcards. You can add simcards manually, but itôs easier to wait for them to register. Then you only have  to modify its packets, 

owners and the recharging settings (ñSimcardsò form) 

 9. Add some traffic sender in the ñUsers and Devicesò form. 

    Be careful with the authorization settings 

10. Set up the routing (ñRoutingò form) 

      Add at least one routing pattern (name it as you wish)     

     Add at least one entry to its priority list (your newly created packet or some other direction) 

11. Set up advanced routing ïOptional 



     Firewall, prefix rules, BRS, etc 

12. Set up the billing module ïOptional 

13. You are ready to accept traffic now. 

3.3. Daily Maintenance 

You should check at least the followings every day: 

 -Current Calls ïto quickly check if you have the required amount of traffic 

 -Quality Statistics by traffic senders and terminating gateways 

 -Run a global system analysis (ñAnalyzeò form) 

3.4. Monthly Maintenance 

-Check your cash flow (ñbillingò form) to check if your routing is still profitable 

-Logs (errors and critical levels) 

-Analyze your traffic by using the ñAdvanced Statisticsò form 

-Remove blacklisted but good numbers (if you are using blacklisting) 

 

3.5. Server backup, recovery and maintenance 

3.5.1. About 

Most of the maintenance tasks are done automatically in background low priority threads and/or scheduled to offpeak times.  

These followings are handled automatically: 

-database tuning 

-user maintenance 

-background statistics 

-table or record level backup to _backup database 

-delete of the old records (for example old log entries) 

-database backup to a predefined directory 

-and many others 

 



Since all data is stored in the SQL database, you have to protect only your database (the program directory can be recreated anytime 

by simple file copy or reinstall. Only the database path is stored here in the mizuserver.ini file which need to be reentered correctly 

after a restore). 

Although there is no special maintenance needs with the mizu server, to have a working backup is a very important task to be set and 

tested properly. The mizu server will automatically create backups on the same server (without any additional settings), but for a real 

backup you have to change the backup directory to another physical location. 

For more reability you should use the MS SQL backup related capabilities instead of using the mizutech built-in backup methods. 

3.5.2. What is a backup? 

A backup refers to making copies of data so that these additional copies may be used to restore the original after a data loss event. Backups are 

useful primarily for two purposes. The first is to restore a state following a disaster (called disaster recovery). The second is to restore small 

numbers of files or records after they have been accidentally deleted or corrupted.  

There are also many different ways in which the data storage devices can be arranged to provide geographic redundancy, data security, and 

portability. 

 

Any backup strategy starts with a concept of a data repository. The backup data needs to be stored somehow and probably should be organized to a 

degree. Different repository models have different advantages. This is closely related to choosing a backup rotation scheme. 

Unstructured: An unstructured repository may simply be a stack of floppy disks or CD-R/DVD-R media with minimal information about what 

was backed up and when. This is the easiest to implement, but probably the least likely to achieve a high level of recoverability. 

Full  + Incremental: A Full + Incremental repository aims to make storing several copies of the source data more feasible. At first, a full backup (of 

all files) is taken. After that, any number of incremental backups can be taken. There are many different types of incremental backups, but they all 

attempt to only backup a small amount of data relative to the full backup. Restoring a whole system to a certain point in time would require 

locating the full backup taken previous to that time and the incremental backups that cover the period of time between the full backup and the 

particular point in time to which the system is supposed to be restored. The scope of an incremental backup is typically defined as a range of time 

relative to other full or incremental backups. Different implementations of backup systems frequently use specialized or conflicting definitions of 

these terms. 

Differential : A differential backup copies files that have been created or changed since the last normal or incremental backup. It does not mark 

files as having been backed up (in other words, the archive attribute is not cleared). If you are performing a combination of normal and differential 

backups, restoring files and folders requires that you have the last normal as well as the last differential backup. 

Continuous data protection: Instead of scheduling periodic backups, the system immediately logs every change on the host system. This is 

generally done by saving byte or block-level differences rather than file-level differences. It differs from simple disk mirroring in that it enables a 

roll-back of the log and thus restoration of old image of data. 

 



3.5.3. Built-in database backup 

You can configure your database engine to do the backup tasks. If you donôt have this possibility, the Mizu Server can also make database 

backups. Set the following configurations: 

dbmaint_backuplevel:  0=no backups,1=daily,2=daily,monthly,weekly,3=hourly,daily,monthly,weekly,4=keep lots of files 

dbmaint_backupdbdir: local path (accessible for the server) 

dbmaint_backupdbnetworkdir: path accessible for the database engine (it is necessary when the database is located on a separate box. Otherwise 

can be left empty ïdefault to dbmaint_backupdbdir) 

3.5.4. Using backup database tables  

To keep your active size smaller, you can move the content of big database tables to another database. For example cdr records older than 5 

month, etc. This backup database will be easily accessed by the MManage. 

dbmaint_backuptables:  backup cdr records and other tables to xxx_backup: 0=no,1=cdrs,2=extended,3=all 

 

Frequently used and important tables are backed up daily, the other monthly. 

The amount of data that is backed up can be controlled by the ñdbmaint_removecdrsò (measured in days. is direct proportional with this setting) 

If the dbmaint_backuptables is set to 2, than the amount of data can be controlled by the dbmaint_removeother value. 

Logs are removed after dbmaint_removelogs days. 

 

The backup databases are created with the same name as the current database with a ñbackup_ò prefix. 

If you want to place the backup tables to a separate server, you must set that backup server as a linked server in the main database and set the 

ñlinkedserverò config option in the server inifile. 

 

The backup intervals can be controlled by the ñdbmaint_backuplevelò option: //0=no 

backups,1=daily,2=daily,monthly,weekly,3=hourly,daily,monthly,weekly,4=full,5=keep lots of files 

(be aware that if you set it to 0, than the other option will have no effect) 

 

In order to take advantage of the backup database, you must set the ñSecondary databaseò option in MManage to ñAutodetectò or ñSecondary 

DBò. When set to autodetect, it will attempt to load data from the backup database if the query date is set to more than 1 month later (it will 

failback to main database if is set to earlier than 2 week). In this case the ñuntilò date is modified automatically to yesterday midnight when 

needed. 

For the MManage to be able to connect to the backup database, the ñbackupdatabaseaddressò  must be set up correctly when a separate database 

is used. 



3.5.5. Database maintenance 

The server will optimize the database engine automatically. 

dbmaint_do: enable/disable the daily and the monthly maintenance 

dbmaint_removelogs: Trunk log tables and remove logfiles after x days 

 

 

3.5.6. Saving recorded voice 

Serverftpvoice: where to store recorded audio  

Serverftpdailydir: set to true to create separate directory for recorded voices daily 

Keeprecorded: days to keep voice records 

Voicebackupdir: backup your recorded voices to this secondary location 

Keepbackuprecorded: days to keep the voice backups 

 
The voice recording option can be set for any user by checking the ñRecordò checkbox on the user configuration form in MManage. 

Conversation will be saved in the directory specified by the ñserverftpvoiceò global config option. 

A separate backup can be created in the directory specified by the ñvoicebackupdirò global config option. 

Out of date recorded files can be deleted by setting the ñkeeprecordedò option accordingly (days to keep). 

Recorded files can are compressed and encrypted by default.  

On new server installation, make sure that the voice directory are accessible via ftp for the MManage (for listening on the ñCDR Recordò form). To make things easier it is 

preferable to setup the ftp passwords the same as the database login. 

 

 

3.5.7. Alternative backup deletion 

 

You can define an alternative backup deletion method by the following values: 

Deldbbackup:  delete old backup files after this day elapsed 

Dbbackupdir: delete from this directory and its subdirectories 

 
You can automate backup cleanup by setting the following global config values: 

Deldbbackup: days to keep (-1 disables cleenups) 

Dbbackupdir: database backup directory 

dbdelbackupdir1, dbdelbackupdir1, dbdelbackupdir3:  database backup subdirectories 

This feature is useful, when the database engine donôt have cleanup feature. 



 

3.5.8. Disaster recovery 

You must always have a working recovery plan. 

Here is a template with dual server configuration: 
 
if the application server fails (the server directly connected to the internet, with your public ip  

1.  call your ISP support to change the internet cable to the backup server, and when it will be available connect to the "backupserver" with the remote desktop  "root" account 

  -on the backup server do the following: 
2.   enable the "mserver" service 

3.   launch the start batch file (from gk directory) 

4.   check the  vservdebuglog and the MManage 
 

if the backup server fails (the server behind the main server, with private ip) 

-connect to the main server with the remote desktop "root" account 
-On the main server, do the followings:  

1.  launch the stop batch file (from the gk directory) 

2.  Enable and Start the SQLSERVER service 
3.  Restore latest database 

4.  launch the start batch file 

5.  check the  vservdebuglog and MManage (you must have current calls) 
6.  you are ready 

3.5.9. MSSQL Server and MSSQL Studio 

Microsoft SQL Server is a relational model database server produced by Microsoft. Its primary query languages are T-SQL and ANSI SQL. You 

can work directly with the database using the client IDE tools, and several complementary systems that are packaged with SQL Server. These 

include: an ETL tool (SQL Server Integration Services or SSIS), a Reporting Server, an OLAP and data mining server (Analysis Services), and 

several messaging technologies, specifically Service Broker and Notification Services. 

SQL Server Management Studio is a GUI tool included with SQL Server for configuring, managing, and administering all components within 

Microsoft SQL Server. The tool includes both script editors and graphical tools that work with objects and features of the server.  

A central feature of SQL Server Management Studio is the Object Explorer, which allows the user to browse, select, and act upon any of the 

objects within the server. It can be used to visually observe and analyze query plans and optimize the database performance, among others. SQL 

Server Management Studio can also be used to create a new database, alter any existing database schema by adding or modifying tables and 

indexes, or analyze performance. It includes the query windows which provide a GUI based interface to write and execute queries. 

SQL Server Management Studio can be downloaded for free from the Microsoft Website: 

http://www.microsoft.com/downloads/details.aspx?FamilyID=08E52AC2-1D62-45F6-9A4A-4B76A8564A2B&displaylang=en  
 

http://www.microsoft.com/downloads/details.aspx?FamilyID=08E52AC2-1D62-45F6-9A4A-4B76A8564A2B&displaylang=en


3.5.10. How to make a manual backup 

 
First open Microsoft SQL Server Management Studio, open 

Object Explorer, open Databases, right-click with your mouse 

on the database you want to back up, select tasks and select 

Back Up from the menu. 

 
The next window will appear. 

 

 

 

 

   

At Source/ Database select the database that you want to back up. At Backup type select either full for full type of backup or differential, for 

differential backup. 

At Destination click on the Add button, select the disk, and path to the file where you want to save the backup file. If this is on another server type 

\\ double-slash, followed by the IP address and path on the another machine. 



3.5.11. How to set up automated backup 

 

In the Object Explorer open Management, under Management right-click with your mouse on Maintenance Plans and select New Maintenance Plan. In the small 

window that appears give it a name.  

Click Add Subplan, Introduce names, description, and set the 

schedule for the given Subplan, by clicking on the small calendar  

icon. 

 

The Schedule settings window looks like this: 

 

 

 

 

 
 

 

 

 

 

 

 

 

Once the time and frequency of a given schedule is set the tasks from the left side of the window can be dragged and dropped in the field under the subplans list. 

For every subplan a óBackup database taskô and a óMaintenance cleanup taskô can be dragged/dropped and defined on this field. 

For example you can create 3 folders in the shared folder on the application server, one for hourly differential backup which is backed up once every hour, and 

the backup is deleted once every day. You can create another for a full daily backup, and one for full monthly backup.   

 



 

Once you drag/drop and define the backup tasks from the lower left pane to the right, the subplans will 

look like this:  

 
http://support.microsoft.com/kb/930615 

3.5.12. Dual Server Configuration 

In the Dual Server Configuration there are two separate servers used, the application server and the database server. The MizuTech VoIP Service 

is running on the application server and usually a Microsoft SQL Server database is installed on the database server. The direction of the backup is 

from the database server to the application server, into a shared folder, so that if the database server experiences problems the other server can 

provide the latest backup. 

In an ideal case, backup is of three kinds: an hourly differential backup and a daily full backup about the voipserver database, and a monthly full 

backup about all databases.  For more reability you can also setup continuous backup (with replication or log sipping) 
 

http://support.microsoft.com/kb/930615


4. Administration 

4.1. MManage  

4.1.1. Overview 

All administration tasks can be done using the MManage (MizuManage) client application. The main module is automatically installed with the 

server installer, but you can also install it independently to any PC and manage your server remotely. Restricted administration is available also 

from the web interface. During this guide you will meet very often the ñglobal configurationò term. This is referring for the settings configurable 

using the ñConfigurationsò form (under the ñOtherò item). These settings are system global and are stored in the tb_settings database table (will be 

discussed later) 

 

4.1.2. MManage Installation 

The MManage program group is shipped with all Mizu Hardware components. Occasionally you may visit our website to download the newer 

versions. The software is shipped as a standard windows install package. Requirements are: 

-Windows 2000/XP/Vista/Win7/2003/2008 

-At least 1024x768 screen resolution for better operation 

-You may need a headset for tescalls 

-Network connection 

Double click on the install exe and follow the instructions. 

 

During the install procedure the following modules and files will  be copied: 

-MManage.exe ïthe main executable 

-VPC.exe ïadmin version 

-VSQLRouter service ïfor compressing and encrypting sql requests and answers 

-VoIP client programs (SIP and H323) 

-Adobe Acrobat Reader ïoptional (can be canceled during the install process) 

-Cute PDF Writer ï pdf printer driver used for reports and invoice pdf creation  -optional (can be canceled during the install process) 

-Utility  programs: tariffcalc.exe, smtptest.exe, rptest.exe etc  

-Required dll files 

-Help files 

-Uninstall.exe 

-Other files (depending of your install package configuration, OS version, etc) 



 

When properly installed, you are ready to login on your server(s) and/or your gateways. If you have a central server, all administration tasks can be 

done connecting only to the server. If your gateways are running without a server, you must connect to each gateway separately for doing 

administration tasks. 

 

The following values are required on login: 

App Server: server ip address 

DB Server: database ip address (ñdefaultò can be used if the same as ñApp Serverò address ) 

DB: Application and database instance (because a single server can hold several virtual server) 

Username: login name 

Password: login password 

Use encryption: encrypt and compress the server communication  (requires the ñvsqlrouterò service to run) 

 

 

 

4.1.3. MManage Framework 

 
























































































































































































































































































































































































