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This document provides an overall technical descriptiddiati VolP platform.For nontechnical user guides please check out our website. Your
installation may not include all modules described in this document and you will notice small changes ifyr ogr am ver stoon does
the documented version!
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1. Introduction

This document describes the administratioMafu Gateways, SoftSwitche€allCenterand SimBanksA unique set of proprietary sofare and

hardware based capabilities and processes in VolP network planning and network management.

These components are designed to cover the telecommunication needs for small to very large cemgard? carriersThe main power of the

system is theophsticatedvVolP components, W ch are strongly used in todayds telecommuni ca

TheMizu components can be used as standaloasagntralized intelligenVolP/ISDN/GSM platform capable to handle millions of minutes/months.
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. Hosting

MS-SQL backend (Express or Full versions)
Ethernet 10/100000BaseT
Static IR PPPoE (DSL or cable modemialUpISDN,VPN
Encrypted communicatien
Virtual servers
STUN/ICE Support
NAT Support
NearEnd and FaEnd NAT traversal
Multi-homed and mukdomain support

. SIP

Compliant with SIP rfc's

UDP, TCP and TLS transports
Proxy server

Registrar server

Location server

Redirect server

B2B routing

PBX features

Transcoding B2BUA
Conference Server

SBC (Session Border Controller)
Routed and Direct voice
Automatic NAT detection

DID Direct Inward Dialing
Voice Recording and Playback
Absent Subscriber
Abbreviated Dialing

Multiple Subscriber Aliases
Anonymous Call Rejection
Access Control Lists
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Call Baring Incoming/Outgoing
Toll Restriction

Parallel Hunting

Click 2 Call

CLIP/CLIR

DTMF generation
Call-Forward on oubf-service
Codec transcoding

Advanced statistics support
NAT traversal of signaling
NAT traversal of media

SIP Session timers

RTP Timers and media timeout
Blind SIP Registrabn

Late Codec Negotiation
Multiple SIP registrations per user account
Can act as an SBC

Max Session Setting

Manage Presence

Detailed call logs

SIP/SIMPLE

SIP Reinvites

SIP-H.323 protocol conversion
Class 4 features

Class 5 features

RFC 2543 compatibily
RFC 3261 compatibility
RFC 2976 The SIP INFO Method

RFC 3262 Reliability of Provisional Responses in Session Initiation

RFC 2617 HTTP Authentication
RFC 3263 Locating SIP Servers
RFC 3265 Specific Event Notification

RFC 3420 Internet Media Type ssage/sipfrag
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RFC 3515 Refer Method

RFC 3311 UPDATE Method

RFC 3581 Symmetric Response Routing

RFC 3842 Message Summary and Message Waiting Indication Event Package
RFC 3891 "Replaces" Header

RFC 3325 Private Extensions to the Session Initiation

RFC 2778A Model for Presence and Instant Messaging

RFC 3428 Session Initiation Protocol (SIP) Extension for Instant Messaging

RFC 1889 RTP: A Transport for ReBime Applications

RFC 2190 RTP Payload Format for H.263 Video Streaomdy routing

RFC 2327 SDPSession Description Protocol

RFC 2833 RTP Payload for DTMF Digits, Telephony Tones and Telephony Signals
RFC 3264 An Offer/Answer Model with Session Description Protocol

RFC 3550 RTP: A Transport Protocol for R&aine Applicationsreplaces RFC 1889
RFC 3555 MIME Type Registration of RTP Payload Formats

RFC 3911 The SIP "Join" Header

RFC 3324 Network Asserted Identity

RFC 3326 The Reason Header Field

RFC 3581 Symmetric Response Routing

draftietf-mmusicice-02 A Methodology for NAT Traversal for Multiedia Session Establishment Protocols
draftietf-avt-rtp-ilboc-04

draftietf-sippingcc-transfer Call Control Transfer

draftietf-sip-referredby05

Custom protocol extensions are possible

1.2.3. Codecs

u

[entiy et et et et ) e

G.723.1

G.729

G.711 Alaw

G.711 ulaw

GSM 06.10

GSM

Speex 2,3,4,5,harrowband, wideband and ulradeband)



[ en i en i ent i ent B ent B e

=
N
~

(N el el el il i el el et i B el et et

c:

G.726 (16,24,32,40 KHz)
G.722
T.38
DTMF
Custom 1 kbits codec
All otherc o d doc gasstrough
Voice:
1 Adaptive dejitter buffer
Voice Activity Detection/Silence Suppression
Recording convertions (In Stereo caller/callee left/right)
QoS

1
1
1
9 Packet saver technology

. IP Centrex

Call Forward All/Busy/No Answer

Caller ID

RingGrouops

Call Return

Call Waiting

Call Forking

Call Hold/Retrieve

Caller ID Block

Selective Caller ID Blocking/Unbktking

Speed Dial

Direct Inward Dialing (DID)

ThreeWay Calling, Conference support

Message Waiting Indicator

Call transfer, Attended transfer, Unattended transfer
IVR (all applications: call, callback, p2p, forward, etc)
VoiceMail 2 Email

DTMF transcdling onserver side

Interactive Voice Response (IVR) supporting applications such as credit card and prepaid services
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Video

Conference calls

T.38 fax relay

SMS relay

SMS commands (callback, P2P)
Web interface

. Call Center

Automatic Call Distributionlike simple automatic dialing, power dialing, predictive dialing, predictive intelligent dialing
IVR

Call Recoding: All calls can be recorded and stored

Real time call check out: Supervisors can listen to the ongoing calls real time

PBX Features: Calldid, call wait, call transfer, call forward (conditional and unconditional), call conference, CLIP, CLIR
Customizable Scripts: script tree, with any number of branches, answers, and reason codes.

Customizable IVR: Any number of language, any number ofdhies) voice and faxmail, call transfer to the operators
Statistic generation: customer statistics, operator statistics, call related statistics, work time statistics, cangigign stati
Campaign creation:; supervisors can create a campaigns

Invitation leter: customization, and automatic printing

Report generation: Specific hourly, daily and weekly reports

. Accounting

ACD Features

Unlimited account$ Unlimited Extensions
Automatic pincode generation

Flexibile authenticatiofdigest,IP,port,user,etc)

. Routing

Custom Routing Rules
Multi-Carrier Support

ACL

Sophisticated configurations

Load Balancingn available devices
Rerouting
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Number rewriting (calling and called)
Failowering(multiple levels)
Least Cost Routing
BRS-quality based routing
Call Control Features (Maximum Talk Time, Max Ring Time)
Call routing based on PLMN tariffackages
BlacklistMWhite listfiltering
Time of Day Routing
Direct Inward Dialing (DID)
Route capacity
Outbound Dial Map
Speed Dial Numbers
Auto call forwarding
ANI Routing
IP Blacklists
Custom VolIP Providers
Fraud detection tools
Support for NAT traversal
Automatic capacity rebalancing
Remote Linked Servers
Automatic channel management
Number portability support
User authentication by username/password, IP addresgraiehcaller number
GeolP database
Automatic SIMallocation
Sim allocation rules:
Rules can be defined on multiple levels: global, partner, gateway, engine, simpacket, simcard, time
-Static
-will not modify gw settings
-Limits
-sl (day/month)
-packet allowedntervak
-min/max lines for partner
-Priorities
-sim partnerm, sim, gw
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-Desired
-desired minute on packet
-packet multiplier
-Rotate
-fiminrotateivad, idesire®, fimaxrotateivad
-Price
-min/max pricediff orobj, maxpricepermin for system/partner
-Timetable
-BRS
-LCR
-and many other options

. Billing

Flexible Rate Definition (peatdf-pealk{flat/custom, enduserprovider/reseller/sales, etc)
Automatic and Real Time billing (CDR records already inekithe prices)

Prepaid and Postpaid platforms

Call Credit Limit Control

Unlimited reseller accounts

Callshops

Directions (traffic sender,prefix,gateway,sim packet) and time based billing.
Reporting and price comparisofi<CR)

Balance and rating with SIRgsaling or HTTP requests

Invoice generation in different formats, PDF generation, email scheduler and invoice printing
Complete call rating & accounting services for complex rating schemes

Currency and VAT can be set for every packane zonecan be chnged.

Automatic online currency conversion

. Calling Card

Pin Generation Management

Pin-less Number Registration

Support for multiple account types

Management of PINs generation, activation and deactivation
Support for unlimited number of PINs

Ability to deactivate accounts after certain period or date



Import and export of PIN batches
Management of call limit per PIN
Routing restrictions

Max call duration management
Automatic User Generation

[l e et i el ]

1.2.10. H323

U0 H.323 Standard Features (v.1,2,3,4)

SIP-H.323protocol conversion (Signaling and media when needed)

Full H.323 proxy

H.225.0 Call Signaling

Fast Connect/Fast Start

H.245

H245 tunneling

H245 in setup

DTMF send/receive

Watchdog

Direct endpoint call signaling.

Gatekeeper routed: call signaling (H522).

Gatekeeper routed: call signaling (H.225.0) and control channel (H.245)
Gatekeeper routed: call signaling (H.225.0), control channel (H.245) and voice
RTP Port Range (For firewalls)

Child Gatekeeper capability

Backup Gatekeeper capability

Gateleeper clustering support (neighbors, parent/child, alternates)

cocooooooCCcCcCCCCC

1.2.11. VolP-GSM

GSM components are not included with the default standard install and the required hardware is for extra costs.
Please contact us about the possibilities.

Hardware Components
No hardware components are required for H323 anah&iorks



VoIP-GSM hardware listing:

VolP-GSM gateway
-8 channel gateway, best fit to any cheap DSL connection
-up to 64 simcard/gateway
-SIM server interworking capability
-Integrated antenna spér

SIM Server
-up to 750 simcard

VoIP-GSM Server
-industrial PC
-fault tolerant
-serverfailowering capability
-distributed architecture

Built in watchdogs to monitor the operation of the system components

GSM features
U Dual Band (900 / 1800 MHz @50 / 1900 MHz)
Half rate, full rate, enhanced full rate, SMS, USSD
SIM server support
Integrated antenna splitter
8 channels/box
Up to 8 SIM cards per engine
Multiple ways to handle incoming calls
Call Forwarding
Sending and receiving SMS messages
Email To SMS Feature
Inter gateway SIM routing
SIM server interworking
GSM cell selection and locking
DTMF send/receive
CLI restriction
SIM Rerouting
Locking to a given gsm cell

cocooooooCcCcCcCCCC



U Automatic SIM credit request and charge

U Voice Recording and Playback (In Sterederétallee left/right)
U  SIM server interworking

U Virtual Channels

VolP-GSM
U First centralized architecture for GSM termination
Unlimited Gateway and TrafficSender support
Multiple signaling protocol support
Load distribution between the operational channels
No hard limit on the number of simultaneous calls
High availability
High throughput (more than 50 million minutes/month)
No additional Mizu hardware required
Equipment management
Channel management
Simcard management
Automatic recharge
Access Control List
Routing (see below)
Billing (see below)
Exploits almost any SIM tariff model
Number translation
Protocol encryption
Media proxy
Automatic time synchronizations
H.323/SIP Gateway Topology Hiding
Embedded firewall
Enhanced Security (automatic detectiofflodd attacks)
Web GUI for eneusers
Encrypted communications
License management
Distributed absolute fault tolerant system
External system supervisor service (email and sms alerts, watchdog can restart failed subsystems)

coooooooooooOoOoOOQCoQCoCCCcCCCCC



i

Can be used as virtual servers

1.2.12. Management

i
i
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Centralized configuration and management for all software and hardware components
MManage:
0 -easy to use, mdi style
0 -almost every data query is parameterized with traffic direction and time
o -all data in one place
o0 -lots of data can be obtad from sl,asr,acl forms
0 -global system analysis
Create and edit network elements
Remote maintenance of Mizu gateways
Display of system information
Realtime call status view
Service restart functions
Display of the current status of each gateway arath bl
Real time call supervision (with many grouping options)
Real time channel supervision (with many grouping options)
Statistics (Text based and graphical ASR,ACD,SL, etc) on any traffic direction and time scale
Disconnect Reasons (with many groupingiams)
CDR monitoring, retrieval, direct CDR access
Operator Console
Global system analysis!
Routing pattern selection
Routing time selection
Failowering(in case of channel, gateway, direction etc errors)
Best Route Selection
Billing module
Balance module
Real Time Capacity check
Ability to insert queries directly into the database
Blacklist filtering



Selfanalysis tools

Detailed logging (multiple levels). Detailed call tracing capability
Call simulations

Reseller/Agent Registration and Management

Capacityand system load reports

Import/Export from/to anyormat (SQL, text, excel, etc)

CRM Integration

Restore and Backup

coocoocccc

1.2.13. Limitations

U The maximum database size for basic gateways and servers is 4GB. If you need to work with more than 5 mil a&lghior Bxmonth,
you should upgrade your license to the advanced version.

1.2.14. Known issues

Some class featureswill work only with SIPprotocol
H323 GK doesndét support username/ password authentication
RADIUS is compatibleonly with some servers

1.3. Contact and tech support

Full remote administratiocan be done by mizutech support includiogtnuousemail supporand24/7 emergency phongsupport.
Contact us origit http://www.mizuvoip.comfor more details.

2. Modules

Depending on licensing, somedules may not be available in your release!

TheMizu Soft switch( Server ) is the Abraind of the system. Depending on your
companies can use fAall i n o n euerae elhcadtin the sasne boxv bhaege aganizhtiens githdivielentlzeyservern d =t |

in multiple units,adding more power and fault tolerance. Up to 6 gateteyserver can be used with the birldatabase engine. With more
gateways or users it is strongly reaoended to use one or more separate databasesqd&EQ. or ORACLE). Thesoft switchis built from
several modules: sip stack, h323 stackj 41323 conversion module, media sen&CL, routing, billing, alerting.



2.1.1. SIP Stack

TheMizu SIP stackevas wr i tten in C++. Itdés very fast and milionbaof iihutes.currentl vy

2.1.2. H323 Stack
Capable tavork as a simple Gateway asa fully featured Gatekeeper.

2.1.3. SIP-H323 converter
Thank to this modulethe protocokonversionisy er y t r ans p ar enaed to kngvwifuyoud parnsuse SE\oreHB323.

2.1.4. Media Server

If your server neesto route the media channels for many concurrent calls, you may need to use a separate media serleadihgstoéfserver
traffic, and maximizing media throughput.

2.1.5. Routing

With theMizu softswitch you can build very sophisticated routing scenartos.routingis usually based on traffic direction and time. LCR and
BRS routing are available.

2.1.6. Billing

The server will generate the detailed CDR records after each call. Thus the billing can workeaétinhe. (Very important for prepaid
systems). You can generate various reports and invoices traseskt of predefinedles.

2.1.7. Alerting and daily report
The server can send various reports and alertsllwaspredefinedules. The reports are sent by email or SMS.

2.1.8. Virtual Servers
You can create up to 100 virtusdrverson a single pc. These artempletelyseparate billing/routing/gnalingentities

2.1.9. Call Center
Manage operators, automatic call distribution, IVR and other callcenter specific tasks.



2.1.10. Watchdog service
This NT service can automatically detect critical service problems and restart the VolP server, theaB&ie da the OS.

2.1.11. HTTP service
The builtin HTTP server will listen for service requests.

2.1.12. Direct command interface
Administrative tasks and class5 service requests can be handled by the command line TCP interface.

2.1.13. Enduser web portal

Template portal is available with source code. All commiotiusertasks can be done via a user friendly web interface (new user registration,
download CDR records, show statistics, setup call forwarding, payment, etc)

2.1.14. Self check and reporting

Various systenthresholdswill checkedreattime and the server will do the corresponding actions automatically. The same module is responsible
for daily/weekly/monthly email or SMS reports and alerts for administrators and users.

2.1.15. VolP-GSM Gateway

Mizu VolP-GSM Gateways support 8 concurrent calls and up to 64 simcards.

See thdeatures sectiofor more details.

GSM

All standard GSM capabilities are supported.

VolP

Mizu VoIP-GSM Gateways can accept SIP and H3&strations, can &as a SIP proxy or a H323 Ghteper @ Gateway. These functions can
be run simultaneously.



SIM Bank

The builtin simbank will allow to virtuallyroutingthe simcards in othévlizu gatewayy.

Mizu VoIP-GSM Gateways can take advantagamexternal simbank, so you can have all your simcards in one place, easnagnteeaance
and administration tasks.

2.1.16. Other components

server service:the brain of the system

H323 GK: standard H323 gatekeeper

SIP Server:sip stack

HTTP interface: enduser/reseller website with btiitt http server
Media Server: rtp routing

VGW: voip-gsm gateway, the most essential part of the client

client service:this service supervis¢he gsm gateway and give clear interface to the server
MManage: smart clieh software, capable to manage the whole system
supervisor service:this service superviseghemserver

alerter service: collects statistical information and repestit

recplayer: can play g729, g723, encrypted, raw PCM and wave files
loganalizer: log file parser

gwtest: handle gsm terminal (no h323)

ipmux: packet saver client and server

serveremulator: server interface to gk

simalloctest:test the automatic sim allocation

smtp_test:test smtp functionality

tariffcalc: estimate sim packet real price

tcperver: tcp server for test

udptest: udp through test

valerterclient: alerter swwhich can be installed on client computers
vchargecards:manage chargecards

vclientinterface: platform specific functions for the gw

partnerclient: admin sw. for our partners

pricesettings: for packet price configuration

routingandprices: for config. routes, prices and sim packet priorities
servertest: brute force test for the server



supervisor: superviseshe server

updater: automatically updagclient softwarefrom the server ftp

mediasrv: media server for routing rtp packets

businesslgc:controlsthe routing, registratiorendpoint list endpoint creation, udp initialization

VPC
Simple monitoring softwartor business purposes. Egoairtner(gateway or simcard owners, traffic slens, etc) can have their own VPC to
monitorize their own traffic and create reports.

VPC Setup

You can give the VPC for any of your partners. The partners can login to the VP@exitls er name and password configu
Devices dMManage mUismmal |l y only fAOwner o users wil/l receive VPC access.
You can define what users can see in their VPC by seRitgmtgs & hien fitChaa

user configuration form (billing tab). Seection 4.3.Tor more details.

The VPC included wittMManagehas the capability to login assaper userTo do so, you have to enter your partner username, but use the admin
password (from the fado amAdbdn®@Yer idh emutytoawn hiarv et ne cRG. tlderndeyou
queries and their access rights.

In the Arights_allowd field you can put a | ist of cansomfigurawhic fAal | 0 ¢
partner can see and execute which queries.

3. Maintenance Tasks

When propdy setup,Mizus o f t war e domrasyadministratieretakks.tThe routing will adjust automatically to the external conditions.
Every software module hasito repaifeatues. However if you have millions of minutes/month, you imaye towatch the system parameters
every day and setup proper alerting thresholds.

3.1. Server configuration checklist

31.1Sof t war eods

Windows 2003/2008 server, MSSQL 2000,2005 or 2008

3.1.2 Firewall

-allow servers, FTP, IS, MSSQBEMTP,remotedesktop(3386,3389)
-block: all others, file sharing, ms network

3.1.3 Servicesand memory

Auto restartritical services



For more than 3 Gb set boot.ini: /3GB /PAR 32 bit systems
3.1.4 Licensing

Setup configuratiomwith the proper software(s)

3.1.5 Config

Setup FTP and Voice directory NTFS access

3.1.6 MSSQL

Change port to 2223

Disable pipes

Check configuration in Management Client

3.2. Gateway quick setup

Skip this chapter if you are not usiNgIP-GSM gateways.

In order to get a working system, here is a checkiigth may help you:

1. Connect the gateway(s) and/or the server to the network.

2. Install theMManageprograms in a separate PC used for monitoymg Mizu devices. network (youam find it on theMizu install CDwhich
is shipped with every product)

3. Setup the gateway(s) and/or the server network parameters with the VnetCfg utility

4. Put your simcards iathe gateway (see the image below)
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5. Connect to the gateway or serwith theMManage(by typing its ip address and username/password in the login form)

The default username/passwasédmin/tpwdadmin

6.Seup the basic parameters from the

Be careful
7. Setup oneor morepacketdor the sima r d s i

8.Seup the simcards. You
ownersand t he recharging
9. Add some traffic s
Be carefulwith the authorization settings

e

n

t
e

AfConfi

gur at.

the ASIM Packetso
Be carefulwith the following settingsprepaid/postpaigallowedpartners
can add ferithemctaregister. Tinen iyandy haveto modifyits packets s

tings (ASimcardso
rin

t he

10.Sewp the routing (ARoutingo form)
Add at least one routing pattern (name it as you wish)
Add at least one entry to its priority list (your newly created packet or some other direction)

11. Setup advanced routingOptional

fiUser s

and

form)

Devi

onso

ceso

form

f orm.

easi

er



Firewall, prefixrules BRS, etc
12. Setup the billing modulé Optional
13. You are ready to accept traffiow.

3.3. Daily Maintenance

You should check at least the followinggery day:
-Current Callg to quickly check if you have the requirathountof traffic
-Quialty Statistics by traffic senders and terminating gateways
-Run a gl obal sywdtygmoardalrymgi s (fAA

3.4. Monthly Maintenance

-Checkyourcashflow( abi I | i ngdo form) to check if your routing is stildl profi
-Logs (errors and critical levels)

-Analyze your traffic by wusing the AAdvanced Statisticso form
-Remove blacklisted but good numbéfs/ou are using blacklisting)

3.5. Server backup, recovery and maintenance

3.5.1. About

Most of the maintenandasksare done automatically in backgrouoel priority threads and/or scheduled to offpeak times.
These following are handled automatidl

-database tuning

-user maintenance

-background statistics

-table or record level backup to _backup database

-delete of the old records (for example old log entries)

-database backup to a predefined directory

-and many others



Since all data is stored the SQL database, you have to protect only your database (the program directory can be recreated anytime
by simple file copy or reinstall. Only the database path is stored here in the mizuserver.ini file which need to beceattied

after a restee).

Althoughthere is no speciahaintenanc@eeds with the mizu serveo have a working backup is a very important task tedtand

tested properlyThe mizu server will automatically create backups on the same g&itheut any additional settinysbut for a real

backup you have to change the backup directory to another physical location.

For more reability you should use the MS SQL backup related capabilities instead of using the mizutechdmkiltp methods.

3.5.2. What is a backup?

A backuprefers to making copies of data so that these additional copies may be used to restore the original after a datBlackupscate
useful primarily for two purposes. The first is to restore a state following a disaster (called disaster recaveggoiith is to restore small
numbers of files or records after they have been accidentally deleted or corrupted.

There are also many different ways in which the data storage devices can be arranged to provide geographic redundaunity,catd s
portability.

Any backup strategy starts with a concept of a data repository. The backup data needs to be stored somehow and pobeldygeimiziéd to a
degree. Different repository models have different advantages. This is closely related to chbaskugp aotation scheme.

Unstructured: An unstructured repository may simply be a stack of floppy disks eRECI¥D-R media with minimal information about what

was backed up and when. This is the easiest to implement, but probably the least likely eaablybvevel of recoverability.

Full + Incremental A Full + Incremental repository aims to make storing several copies of the source data more feasible. At first, aguidback
all files) is taken. After that, any number of incremental backups eaalkien. There are many different types of incremental backups, but they all
attempt to only backup a small amount of data relative to the full backup. Restoring a whole system to a certain goimbitdiraquire

locating the full backup taken previeto that time and the incremental backups that cover the period of time between the full backup and the
particular point in time to which the system is supposed to be restored. The scope of an incremental backup is typichilg datinge of time
relative to other full or incremental backups. Different implementations of backup systems frequently use specializediogawefftidions of
these terms.

Differential : A differential backup copies files that have been created or changed since tloentetor incremental backup. It does not mark
files as having been backed up (in other words, the archive attribute is not cleared). If you are performing a combioatiahaofd differential
backups, restoring files and folders requires that you thevkast normal as well as the last differential backup.

Continuous data protection Instead of scheduling periodic backups, the system immediately logs every change on the host system. This is
generally done by saving byte or bldelel differences ratr than filelevel differences. It differs from simple disk mirroring in that it enables a
roll-back of the log and thus restoration of old image of data.



3.5.3. Built-in database backup

You can configure your database engine to do the backup tasks. Ifgoo n 6t hav e WMiauServepoarsatso rbakeldatabgse t h e
backups. Set the followingpnfigurations

dbmaint_backuplevel: 0=no backups,1=daily,2=daily,monthly,weekly,3=hourly,daily,monthly,weekly,4=keep lots of files
dbmaint_backupdbdir: locglath (accessible for the server)

dbmaint_backupdbnetworkdir: path accessible for the database engimedieéssarywhen the database is located on a separatedibgrwise

can be left emptydefault to domaint_backupdbdir)

3.5.4. Using backup database tables

To keep your active size smaller, you can move the content of big database tables to another database. For examp®ickdr tbeor &
month, etc. This backup database will be easily accessed biMhaage
dbmaint_backuptables backup cdrecords and other tables to xxx_backspno,1=cdrs,2=extended,3=all

Frequently used and important tables are backed up daily, the other monthly.

The amount of data that i sdbnaiatcrdmevicdndpméasaretn days.s directrptopodiondl witth thib settirigh e A
If the dbmaint_backuptables is set to 2, than the amount of data can be controlledtbydie_removeothemlue.

Logs are removed aftebmaint_removelogdays.

The backup databases are created with the same nameas cur rent database with a Abackup_o0 prefi
If you want to place the backup tables to a separate server, you must set that backup server as a linked server atdbasaaindiset the
filinkedserverd0 confi g option in the server inifile.

The backupit er val s can bdbmanblmatkapteveb edp biyobhhe/ A0O=no
backups,1=daily,2=daily,monthly,weekly,3=hourly,daily, monthly,weekly,4=full,5=keep lots of files
(be aware that if you set it to 0, than the other option will have no effect)

Inordert o take advantage of the backup dat abMvamget poll Amut 9stdesectoheri8s

DB6. When set to autodetect, it wildl att e mpotmore thanll maniterditanilla f r om t h e
failback to main database i f iuwltilos edtatteo iesarnioideirf itehda na u2t oweaetki)c.alllny ttt
needed.

FortheMManaget o be abl e t o c¢onnec backupnatabdseaddessc k immp sd atbeabasee, uppheofirect! y
is used.



3.5.5. Database maintenance

The server will optimize the database engine automatically.
dbmaint_do: enable/disable the daily and the momnttdintenance
dbmaint_removelogs: Trunk log tables arthove lodfiles after x days

3.5.6. Saving recorded voice

Serverftpvoice: where to store recorded audio

Serverftpdailydirset to true tareate separate directory for recorded voices daily
Keeprecorded: days to keep voice records

Voicebackupdir: backugour recorded voices to this secondary location
Keepbackuprecorded: days to keep the voice backups

The voice recording opti
Conversation willbe savédn t he direct
A separate backup can be

Recorded files can are compressed and encrypted by default.

On new server installation, make sure that the voice directory are accessible via ftpNtMémage( f o r

preferable to setup the ftp passwords the same as the database login.

3.5.7. Alternative backup deletion

You can define an alternative backup deletion method by the following values:
Deldbbackup: delete old backup files after this day elapsed
Dbbackupdir: delete from this directory and its subdirectories

You can automate backup cleanup by setting the following global config values:
Deldbbackup: days to keefl (disables cleenups)

Dbbackupdir: database backup directory

dbdelbackupdirl, dbdelbackdirl, dbdelbackupdir3: database backup subdirectories

n can be set for any
ry specified by the
created in the directory
Out of date recorded files «c¢an haccodliedlyddays t kebpy.

us evMMabage checking the

|l i stening

This feature is useful, when the database engine donét
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speci fied
setting th

by the

fiRecor do
gl obal
ivoi cebackupd

config

e Akeeprecordedo opti

on

have

t

he ACDR

cleanup

itksecor do

feature.

chec
opti

(o]

form



3.5.8. Disaster recovery

You must always have a working recovery plan.
Here is a template with dual server configuration:

if the application server fails (the server directly connected to the internet, with your public ip

1. call your ISP support to change the internet cable to the backup server, and when it will be available connectdkusetiar’ with the remoteesktop “root" account
-on the backup server do the following:

2. enable theiservet service

3. launch the start batch file (from gk directory)

4. check the vservdebuglog and Kiidanage

if the backup server fails (the server behind the maime, with private ip)
-connect to the main server with the remote desktop "root" account

-On the main server, do the followings:

. launch the stop batch file (from the gk directory)

. Enable and Start the SQLSERVER service

. Restore latest database

. launch the start batch file

. check the vservdebuglog avilanage(you must have current calls)

. you are ready

OO WNE

3.5.9. MSSQL Server and MSSQL Studio

Microsoft SQL Server is a relational model database server produced by Microsoft. Its prinmatanogeages are-5QL and ANSI SQL. You
can work directly with the database using the client IDE tools, and several complementary systems that are package8enwitbr SThlese
include: an ETL tool (SQL Server Integration Services or SSIS), a Rep8¢ingr, an OLAP and data mining server (Analysis Services), and
several messaging technologies, specifically Service Broker and Notification Services.

SQL Server Management Studias a GUI tool included with SQL Server for configuring, managing, and adtaiitig all components within
Microsoft SQL Server. The tool includes both script editors and graphical tools that work with objects and featuressef the se

A central feature of SQL Server Management Studio is the Object Explorer, which allowsrtteelsaise, select, and act upon any of the
objects within the server. It can be used to visually observe and analyze query plans and optimize the database panfiomgastbers. SQL
Server Management Studio can also be used to create a new dathbaarny existing database schema by adding or modifying tables and
indexes, or analyze performance. It includes the query windows which provide a GUI based interface to write and exesute queri

SQL Server Management Studianbe downloaded for freedm the Microsoft Website:
http://www.microsoft.com/downloads/details.aspx?FamilyID=08E52A0B2-45F69A4A-4B76A8564A2B&displaylang=en



http://www.microsoft.com/downloads/details.aspx?FamilyID=08E52AC2-1D62-45F6-9A4A-4B76A8564A2B&displaylang=en

3.5.10. How to make a manual backup

First open Microsoft SQL Server Management Studio, open [ . arverdh

Object Explorer, open Databases, rightk with your mouse A Berpt = [} Halp

on the database you want to back up, select tasks and select| feton: Saurce

Back Up from the menu. Database: [opsoveds ]
Racavary madsl; |F\IMF‘I =

The next wirlow will appear. Backup type: IFul =

I Copyanly Backup
Backup compatsnt;

B M rosoflt SO Server Manages
Film Kt View  Toole  Window  cammunity  Help = Databaze
ol New Query | LTy | 152 (2t [ | LN | 5 Bl o | i € Filas arel il I |
Connect ~ | W2 WU owm W ] LS Backup set
= (A 127.0,0,1,2200 (S0 Sarver 10,0,2729 - sa) M arms: |voip&orvordb-|’ull Diatabase Oackup
=1 [ OAtARACE
0] (4 System Catabases C
# (ot Database SGrapehote Drmzcription: I

RN e Backup set will sxpirs:

@ La vold New Database,
4] [ e =
3 (@ Server PRASS AR = Al [o = daye
3 [ Replica Geript Databace ae .
- B « on [Z7e7zama El
A B Ve v Gatach... Connaction i g
Policies . Take OFfline Garyvar Destination
Panels HIEG Cnfins 127.00,1,2223 Back up to; & Disk . Tape
Start PowerShell mhwink 3 Conmection: Y Add
Feports T BackUe 5a
Raname et 2 WY View cornection propertiog
Dwlote Mirror, H.mﬂ\".
fealreah Launch Databiase Mircoring Monitor, |:
Properties BRI TEANEACHON Logs, . . TogQross i Carlmniz |
Giermrate Scripks, Fleady
Fublish LSING Web Bervice. . 41| | |
TPt ats. ..
Export Data, .,
Coapy Latabace. .. (n] 4 I Carcal |
Manaue ataluase KO ption, =

At Source/ Database select the database that you want to back up. At Backup type select either full for full type ofditiekeptial, for

differential backup.

At Destination click on the Add button, select the disk, and {oetihe file where you want to save the backup file. If this is on another server type
\\ doubleslash, followed by the IP address and path on the another machine.



3.5.11. How to set up automated backup

In the Object Explorer open Management, under Mamage rightclick with your mouse on Maintenance Plans and select New Maintenance Plan. In the small
window that appears give it a name.
Click Add Subplan, Introduce names, description, and set the

schedule for the given Subplan, by clicking on the soeéndar R R L P 5 |

icon. M arie: M aintenanceFlan.S ubplan Jobzim Schedule |

. . . . Schedule type: R i =
The Schedule settings window looks like this: erede e [Recuing Bl =l as

One-time occumence

Date: Im Time: IW
Freguency
Ef subplan Properties M=l 3 I Oecurs: I\v\-"eekl}l j
Recurs every: |1 3: week(z) on
Hame: I tonday [~ Wednesday [~ Friday [~ Saturday
[T Tuesday [ Thursday V' Sunday
D escription: |

Draily frequency

S chedul IN heduied [On D 3 ' Ocours once at: |1 2:00:00 &M 3:
cheduls: ot zcheduled (On Demarn: |
l " Oecurs eveny: |1 j Ihour[s] j Starting at: |1 20000 AM 3:

Ending at: I11:59: 59 P4 3:

oK I Cancel | Diuration
Start date: I 2422010 VI  End date: I 242/2m0 vI
& Mo end date:
Summary
Description: Occurs every week on Sunday at 12:00:00 Ak, S chedule will be uzed starting on 2/12/2010. (=

-

ak I Cancel | Help I

4

Once the time and frequency of a given schedule is set the tasks from the left side of the window can be dragged andhirdigtednder the subplans list.
Foreverysubpla a 6 Backup database taskdéd and a 6Maintenance cleanup taskdé can
For example you can create 3 folders in the shared folder on the application server, one for hourly differential baclkapagketdhup once ewy hour, and

the backup is deleted once every day. You can create another for a full daily backup, and one for full monthly backup.




"g Microsoft 8L Server Management Studio

File Edt Wiew Tools Window  Community  Help
.Y

S New Query | [y | iy ¢y B | [ | 15 5 | ) o

Object Explarer

Once you drag/drop and define the backup tasks from the lower left pane to the right, the subplans will

Connect- | 33 30 m T F] B look like this

= Ld 127.0.0.1,2223 (50L Server 10.0.2723 - za) MaintenancePlan - sa [Design]] - X

1 Databases

i P = B | i - [
3 security [ Add Subplan (2 >< | B E& | 1 Manage Connections ... - [i) Servers ...

[ Server Objects MName |MaintenancePIan
[ Replication Description -
= 1 Management I ﬂ
<3 Policy Managernent
A Data Callection Subplan Drezcription Schedule | J_I
5] Resource Governar Subplan_1 Daily database backup Occurs every day at 5:22:00 AM, Schedule will be used starting on 2/8)2. .. _E E
[ R airkenance Plans Subplan_z § Haurly differential backup Occurs every day every 1 hour(s) between 1:00:00 AM and 11:59:59 PM... n
l—-l SQL Server Logs [ Mew Maintenance Flan. . —I Subplan_3 Marithly database backup Oceurs every First Wednesday of every 1 monthis) at 3:12:00 AM, Sche... _EIE
:ﬁ Database Mal Mainkenance Plan Wizard
Distributed Transd

3 Legacy Wi Histary

I_% aCL Server Agent ] i
Reparts b Hourly differential backup Hourly Maintenance Cleanup
Backup Database on Local server co... % Maintenance Cleanup on Local se...
Refrash . Databases: voipserverdh n—‘-l Cleanup Database Backup files
il;l Type: Differential Age: Older than 1 Days

Append existing
Destination: Disk
Backup Compression {0n)

http://support.microsoft.com/kb/930615

3.5.12. Dual Server Configuration

In the Dual Server Configuration there are two separate servers used, the application server and the database seniezch MoNiService

is running on the application server and usually a Microsoft SQL Server database is installed on the database seedioMbéttie backup is
from the database server to the application server, into a shared folder, so thdathliase server experiences problems the other server can
provide the latest backup.

In an ideal case, backup is of three kinds: an hourly differential backup and a daily full backup about the voipserser atadadanonthly full
backup about all datalses.For more reability you can also setegmtinuousbackup (with replication or log sipping)


http://support.microsoft.com/kb/930615

4. Administration
4.1. MManage

4.1.1. Overview

All administratiortaskscan bedoneusing theMManage (MizuManage) client applicatiohe main module is aonatically installed with the

server installer, but you can also install it independently to any PC and manage your server remotely. Restricted iadrisrasadable also

from the web interfacdduring this guide you wilmeetveryo f t e mylobalboafigurationd t e r mreferfinigfor she setsings configurable

using the AConfigurationso form (under the AOt her odatabase table (willbk e s e s ¢
discussed later)

4.1.2. MManage Installation

TheMManageprogram groups shippedwith all Mizu Hardware componeatOccasionallyyou may visit our website to download the mew
versions. Theoftwareis shipped as a standard windows install package. Reqgints are:

-Windows 2000/XPYista/Win7/20032008

-At least 1024x768 screen resolution better operation

-You may need a headset for tescalls

-Network connection

Double click on the install exe and follow the instructions.

During the install procedure the followimgodules and fileswill be copied:
-MManageexei themain executable

-VPC.exei admin version

-VSQLRouter servicéfor compressing and encrypting sql requests and answers
-VoIP client programs (SIP and H323)

-Adobe Acrobat Readéioptional €an be canceledluring the install pragss)

-Cute PDF Writeii pdf printer driver used for reports and invoice pdf creatioptional €an be cancelediuring the install process)
-Utility programs: tariffcalc.exe, smtptest.exe, rptest.exe etc

-Required dll files

-Help files

-Uninstall.exe

-Other files (depending of your install package configuration, OS version, etc)



When properly installed, you are ready to login on your server(s) and/or your gateways. If you have a central admgnisathtiortasks can be

done connecting only to tleerver. If your gateways are runniwghouta server, gu must connect to each gatevemparatly for doing
administratiortasks.

The following values are required on login:
App Server: server ip address

DB Serverdatabasé p addr ess (Sied@fiafultle caamdbeasy AApp Servero address )
DB: Application and database instance (because a single server can hold several virtual server)
Username: login name

Password: login password
Use encryption: encrypt and compress the semamunication(requires he fAvsqgl router o service to run)

—Login =Joks
Server: :sipsewer.hu v {
Usemname: support v[

PaSSWDle HERRHRRXRHRRHK

[} Save Password

4.1.3. MManage Framework




















































































































































































































































































































































































































































































































































































